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AWS Security Hub is a tool providing comprehensive insight into the
security status of various AWS accounts and services as well as solutions
provided by external partners. By using automatic compliance controls
based on best AWS practices and industry standards, they monitor
resources and provide a reliable picture of their security level.
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AWS Security Hub is a tool that collects notifications from such services as
Amazon GuardDuty, Amazon Macie or Amazon Inspector. Thanks to it, we gain a reliable
and transparent report with ready charts and tables. The service is also integrated with
external tools such as McAfee.

1. Select the AWS Security Hub service from the AWS
console and launch it. Detailed instructions can be
found in the AWS Security Hub User Guide.
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2. Verify the results collected from AWS accounts and |
| partner security services. They signal emerging i
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| 3. Perform automatic compliance checks. Use industry |
| standards, for example CIS AWS Foundations |
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& | 4. Choose the option sent by the CloudWatch Events
Q | service or Lambda integration, notifications that
| suits you best, e.g. notifications in tickets, chat or
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Take action email.
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Benefits of AWS Security Hub

time-saving,

ccurate and comprehensive reports indicating threats and
vulnerabilities in security,

compliance with the best practices and standards
in the industry,

automated security solution,

the possibility of integration with sec
by other suppliers .



http://www.lcloud.pl/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub.pdf

